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We built Dang! to help people review contracts by providing automated

informational analysis before they sign them. Dang! does not provide legal

advice. We aim to minimize the personal information we collect. If you

submit a document, we process it to generate your analysis, report, and

related outputs. We do not sell personal information. We do not use

submitted contract content for advertising. We are designed to minimize

retention of contract content after processing, although limited temporary

retention may occur for technical, security, legal, operational, or processor-

side reasons.

This Privacy Policy explains how Dang Apps LLC ("Dang," "we," "us," or "our")

collects, uses, discloses, and retains information when you use the Dang!

mobile application, website, web application, reports, email delivery

features, and related services (collectively, the "Service").

1. Information We Collect

1.1 Information You Submit

Depending on how you use the Service, we may collect:

contract text, document content, images, PDFs, or other files you submit

for analysis;

prompts, questions, or follow-up messages you submit when using

report chat or follow-up features;

email address if you request results, receipts, or support by email;

support messages or other communications you send to us; and

other information you voluntarily provide.
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1.2 Payment and Transaction Information

Payments may be processed by Apple, Stripe, or another payment

processor. We do not receive or store your full payment card number. We

may receive limited transaction metadata such as confirmation of

payment, purchase status, product purchased, amount, date, and related

identifiers.

1.3 Technical and Usage Information

We and our vendors may automatically collect limited technical information

needed to operate, secure, and improve the Service, such as:

device type, OS version, browser type, and app version;

IP address or approximate geolocation derived from IP;

crash reports, error logs, performance data, and diagnostics;

timestamps, request metadata, and system activity; and

usage events needed to operate, secure, troubleshoot, or improve the

Service.

1.4 Information From Third Parties

We may receive information from app stores, payment processors, hosting

providers, analytics or security providers, and support tools in connection

with operating the Service.

1.5 Categories of Personal Information, Purposes, and Disclosures

Depending on how you use the Service, we may collect the following

categories of personal information:

Identifiers and contact information. This may include your email

address, transaction identifiers, device identifiers, IP address, and similar

identifiers.

Commercial information. This may include purchase status, transaction

date, amount paid, and the product or service purchased.

Internet or network activity. This may include browser type, operating

system, app version, usage events, diagnostics, request metadata, and

similar technical information.



Approximate location information. This may include approximate

geolocation inferred from IP address.

User-submitted content. This may include contract text, uploaded

files, prompts, follow-up questions, generated reports, report context,

and support communications.

We collect and use these categories of personal information for the

purposes described in this Privacy Policy, including to provide the Service,

generate reports and follow-up responses, process transactions, deliver

requested communications, support and secure the Service, prevent abuse,

debug and improve performance, comply with law, and enforce our Terms.

We may disclose these categories of personal information to service

providers, contractors, and vendors that help us operate the Service, such

as providers of hosting, infrastructure, AI processing, payment processing,

email delivery, analytics, diagnostics, customer support, and security.

We retain personal information for as long as reasonably necessary for the

purposes described in this Privacy Policy, taking into account the nature of

the information, the operational need, legal requirements, dispute handling,

fraud prevention, and security obligations.

2. How We Use Information

We may use information for the following purposes:

to provide, operate, and maintain the Service;

to analyze submitted documents and generate reports, findings, and

follow-up responses;

to deliver reports or related communications by email if requested;

to process purchases and verify transactions;

to detect, prevent, investigate, and address fraud, abuse, security

incidents, and technical issues;

to debug, monitor, and improve performance, reliability, and product

quality;

to comply with legal obligations and enforce our Terms; and



to communicate with you about support, transactions, or material

updates.

We do not sell personal information. We do not knowingly share personal

information for cross-context behavioral advertising, and we do not use

submitted contract content for targeted advertising.

If our practices change in the future in a way that makes a sale, sharing, or

targeted advertising opt-out right applicable under law, we will update this

Privacy Policy and provide any legally required notices and opt-out

methods, including any universal opt-out mechanisms we are legally

required to honor.

3. How Dang! Processes Your Documents

When you submit a document for analysis, the Service may:

receive and securely transmit the document or text you submit;

process the content through AI-supported extraction or other parsing

workflows;

evaluate extracted information using our logic, rules, or other internal

systems;

generate a report, explanations, and related outputs;

return those outputs to you in the app, on the web, or by email if

requested; and

retain or delete related content according to the retention practices

described below.

If you use follow-up chat or report question features, we may process the

report context, excerpts, findings, and your prompts to generate follow-up

responses. These features are informational only and do not create legal

advice.

Because contract analysis can affect significant legal or financial decisions,

you should not rely on the Service alone for high-stakes matters such as

eviction or lockout disputes, termination from employment, a home



purchase or sale, major business commitments, pending litigation, or other

disputes that could materially affect your rights or finances.

We do not use submitted contract content to train our own general-

purpose AI models. We do not use submitted contract content for

advertising or cross-context behavioral advertising. Where we use third-

party AI providers under commercial API terms, we seek to use providers

whose commercial terms state that customer prompts and content are not

used to train their general models unless the customer affirmatively opts in

or separate terms provide otherwise.

4. Legal Bases for Processing (EEA/UK)

The Service is operated from the United States and is not currently

directed to individuals in the European Economic Area or the United

Kingdom. If we later intentionally offer the Service in those regions, we may

update this Privacy Policy and related compliance measures accordingly.

5. How We Share Information

5.1 Service Providers

We use service providers to help operate the Service. Depending on the

feature used, these may include providers for hosting, serverless execution,

AI processing, email delivery, payments, diagnostics, support, and security.

Examples may include:

Anthropic or similar AI providers: to process submitted text for AI-

supported extraction or response generation;

Supabase or similar infrastructure providers: for hosting,

infrastructure, server execution, storage, and related operational

support;

Resend or similar email providers: to deliver transactional emails and

related metadata;

Apple: for App Store distribution, payment handling, and related

platform functions;

Stripe: for website or web app payment processing; and



other vendors we use for infrastructure, support, security, diagnostics, or

analytics.

Where required by applicable law, we enter into data processing

agreements or comparable contractual terms with service providers that

process personal data on our behalf.

5.2 Legal, Compliance, and Protection Purposes

We may disclose information if we believe it is reasonably necessary to

comply with applicable law, regulation, legal process, or lawful government

request; enforce our Terms; protect the rights, safety, and security of Dang,

our users, or others; or investigate fraud, abuse, or security issues.

5.3 Business Transfers

We may disclose or transfer information in connection with a merger,

acquisition, financing, reorganization, bankruptcy, sale of assets, or similar

transaction.

6. Data Retention

We are designed to minimize retention where reasonably possible, but we

do not promise immediate deletion in all cases. We may retain information

for limited periods where needed to operate the Service, complete

requested transactions, investigate abuse, satisfy legal obligations, resolve

disputes, enforce our agreements, maintain security, or support backup

and recovery processes.

Submitted contract content may be processed temporarily to generate

analysis and related responses. In some cases, limited copies, logs, or

derived records may persist for a period of time in backup systems,

security systems, or service-provider environments before deletion or

overwrite occurs in the ordinary course.

6.1 How we handle your documents

Uploaded contract files are deleted promptly after processing. Incomplete

or abandoned uploads may persist briefly and are automatically deleted

within 1 hour. Generated risk reports are retained for up to 7 days to allow



delivery and retrieval, then permanently deleted. We recommend emailing

yourself a copy before closing the app.

We do not retain your original contract beyond the time needed to analyze

it. Incomplete uploads are automatically removed within 1 hour. We do not

use your documents to train AI models. By default, data sent through

Anthropic's commercial API is not used to train AI models.

If you want your data deleted sooner, contact support@dangcontracts.com

and we will remove everything we control on our systems, typically within

48 hours.

6.2 Email Addresses

If you request email delivery or contact us, we may retain your email

address and related communications as needed to deliver the requested

communication, provide support, maintain business records, prevent

abuse, and comply with law.

6.3 Transaction Data

We may retain limited purchase and transaction metadata for accounting,

auditing, tax, fraud prevention, support, and legal compliance.

6.4 Technical Logs and Diagnostics

We may retain technical logs, security logs, and diagnostics for a limited

period as reasonably necessary for security, debugging, fraud prevention,

product improvement, and legal compliance.

7. Data Security

We use reasonable administrative, technical, and organizational measures

designed to protect information. These may include encrypted

transmission, access controls, environment restrictions, vendor

management, and security monitoring. No method of transmission or

storage is completely secure, and we cannot guarantee absolute security.

8. International Data Transfers
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Your information may be processed in countries other than your country of

residence, including the United States. Where required by law, we take

steps intended to provide appropriate safeguards for international

transfers.

9. Your Privacy Rights

Depending on where you live, you may have legal rights regarding personal

information, which may include the right to:

know whether we process your personal information and access certain

information about it;

request deletion of certain personal information;

request correction of inaccurate personal information;

obtain a portable copy of certain personal information;

opt out of certain uses, including targeted advertising, sale, or profiling,

where applicable;

appeal certain decisions about privacy-rights requests, where

applicable.

To submit a request, email privacy@dangcontracts.com or use any request

method we make available in the Service. We may need to verify your

identity before completing a request. We will not discriminate against you

for exercising privacy rights granted by law.

If you are authorized to submit a request on someone else's behalf, we may

require proof of your authority and information sufficient to verify the

underlying user.

9.1 California and Similar U.S. State Notices

At or before the point of collection, we may provide additional just-in-time

privacy disclosures when required by law. California residents and residents

of other U.S. states with privacy laws can review this Privacy Policy for

information about the categories of personal information we collect, the

purposes for which we use them, the categories of recipients to whom we

disclose them, and the rights that may be available.
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10. Children's Privacy

The Service is not directed to children under 13, and we do not knowingly

collect personal information from children under 13. In addition, the Service

is intended for users mature enough to understand and evaluate contract-

related information. If you believe a child under 13 has provided personal

information to us, contact privacy@dangcontracts.com so we can review

and delete it where appropriate.

11. Third-Party Services and Links

The Service may integrate with or link to third-party services, sites, or

products. Their privacy practices are governed by their own policies, not

this Privacy Policy.

12. App Store and In-App Privacy Disclosures

If you use our iOS app, you may also see privacy-related disclosures in App

Store listings, purchase flows, permissions prompts, settings screens, or

other in-app notices. Those disclosures are intended to supplement this

Privacy Policy.

13. Changes to This Privacy Policy

We may update this Privacy Policy from time to time. If we make material

changes, we may provide notice through the Service or by other

appropriate means. The revised version becomes effective when posted

unless we say otherwise.

14. Contact Us

Dang Apps LLC

Support: support@dangcontracts.com

Privacy Requests: privacy@dangcontracts.com

Legal Notices: legal@dangcontracts.com
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